Epoint Software Privacy Policy
[bookmark: _GoBack]Guotai Epoint Software Co., Ltd. and its affiliated companies (hereinafter referred to as "Epoint Software" or "we") place great importance on user privacy protection. We fully understand the significance of personal information to you (hereinafter referred to as "you"). We will comply with legal and regulatory requirements, take appropriate security protection measures, and strive to ensure your personal information is secure, protected, and under control. To this end, we have established this "Epoint Software Privacy Policy" (hereinafter referred to as "this Policy") so that you can fully understand how we collect, use, transfer, store, and disclose your personal information, as well as the rights you hold. Please read and understand this Policy before using our services.
This Policy does not apply to services provided by other companies or individuals (hereinafter referred to as "third-party services"). For your convenience, Epoint Software services may contain links to or integrations with third-party services. However, since third parties independently collect and process your personal information and we have no control over them, unless otherwise required by law, we are not responsible for third-party services. You should read and refer to the privacy policies of these third parties and independently determine whether to use their services.
Please carefully read (and minors should read under the supervision of their guardians) and understand this Policy before using Epoint Software services. By continuing to agree to this Policy or beginning to use Epoint Software services, you acknowledge and consent to this Policy for the necessary provision of products and services.
After reading this Policy, if you have any questions, comments, or suggestions regarding this Policy or related matters, please contact us through the feedback channels listed in the "How to Contact Epoint Software" section below. We will respond to your inquiries as soon as possible.

1. How to Contact Epoint Software
If you have any questions, comments, or suggestions regarding this privacy policy, please contact us using the following information:
Guotai Epoint Software Co., Ltd.
Phone: 0512-58188000
In general, we will respond within fifteen (15) business days after receiving your information and verifying your identity.

2. How This Policy Is Updated
Epoint Software reserves the right to update or modify this Policy at any time. If our privacy policy changes, we will post the latest version of the privacy policy here. If we make material changes to the privacy policy, we may also send you notifications through various channels, such as posting notices on our website or sending you individual notifications.

3. How We Collect and Use Your Personal Information
Personal information refers to any information recorded electronically or otherwise that relates to an identified or identifiable natural person, excluding information that has been anonymized. When you use Epoint Software websites, products, or services, you may need to provide your personal information. The personal information we collect depends on how you interact with us. In some cases, you may choose not to provide certain information to us. However, if you choose not to provide certain required information, we may be unable to provide you with relevant products or services or address any issues you encounter.
(1) How We Collect Your Personal Data
Epoint Software will only collect your personal information for the purposes stated in this Policy. The following are examples of the types of personal information we may collect.
1. Information You Provide to Us
· Personal contact information: For example, your name, phone number, city, company, job title, address, etc.
· User experience feedback: For example, your feedback on our products and services, purchase needs, evaluations, satisfaction feedback, etc.
2. Information Collected During Your Use of Products and Services
· Device information: We collect information about your device when you use our products and services, such as operating system, IP address, browser type and version, and other technical information specific to the product.
· Interaction information:
1. Interaction records generated when you watch live streams, click on advertisements, or open/click marketing or business notification emails we send;
1. Records of your communications with our pre-sales or after-sales service centers or other customer communication channels, including phone numbers, recordings, chat logs, etc., when you interact via face-to-face, online, or phone/email;
1. Attendance records of participants, as well as photos, audio, and video content related to offline events such as exhibitions and summits you attend;
1. Location information, which may require your authorization when you use location-based products or services;
1. Necessary log information automatically collected and stored when you use our products or services, such as access time, frequency, IP address, events (e.g., access success or failure), etc.
· Information from Third-Party Sources: Where permitted by law, we may also obtain information about you from public or commercial third-party sources. For example, when you log in to our website via third-party social media, we may obtain your nickname from such platforms.
3. Collection and Use of Non-Identifiable Data
Non-identifiable data refers to data that cannot be used to determine an individual's identity. For example, we collect aggregated statistical data such as website traffic. We collect this data to understand how users interact with our websites, products, and services, to improve service levels and enhance user experience. We may, at our sole discretion, collect, use, process, transfer, or disclose non-identifiable data for other purposes. We will make every effort to segregate your personal information from non-identifiable data and use these two types of data separately. If personal information is mixed with non-identifiable data, it will still be treated as personal information.
(2) How We Use Your Personal Information
1. Purposes of Using Personal Information
The purpose of Epoint Software collecting and using personal information is to provide you with a better product and service experience. Your personal information may be used for the following purposes:
· Identity verification: When you use our products or services, you may be required to provide personal information for account creation and subsequent identity verification and access control;
· Contacting you with your consent; sending you information or notifications about Epoint Software products or services; inviting you to participate in Epoint Software events, surveys, etc. If you do not wish to receive such information, you may unsubscribe or decline at any time;
· Event registration: When you register for our online or offline marketing events, we use the information to confirm your attendance request, send event information, and collect survey responses;
· Sharing with third-party social media platforms with your consent: Epoint Software may share hashed user IDs with third-party social media platforms to show you information about Epoint Software products or services;
· Fulfilling contracts related to Epoint Software products or services, processing payments, arranging shipments, deliveries, and maintenance services;
· Providing technical support and after-sales services based on contractual agreements or your requests, including resolving issues, providing solutions, or recommendations;
· Certifying and managing suppliers and partners, and communicating or conducting business with them;
· Providing personalized user experiences and content;
· When displaying you and the personal information you provide, we will use techniques such as content replacement or anonymization to de-identify your information to protect your information security;
· You acknowledge that the functions and services we provide are continuously updated and developed. If new functions or services require the collection and use of your personal information, we will separately inform you of the types, scope, purposes, and usage rules of the collected information through page prompts, interactive processes, website announcements, etc., and obtain your explicit consent;
· Compliance and fulfillment of applicable legal obligations.
2. Legal Basis for Processing Personal Information
When Epoint Software processes your personal information, we will comply with applicable laws and regulations and process the information based on appropriate legal grounds, including:
· Processing based on your consent;
· Processing necessary for the performance of a contract;
· Processing necessary to comply with legal obligations.

4. How We Use Cookies and Similar Technologies
(1) Cookies
To ensure the proper functioning of our website, we may need to store small data files called Cookies on your computer or mobile device. A Cookie is a plain text file stored on your computer or mobile device by a web server. Only you or the server that created it can retrieve or read the content of a Cookie. Each Cookie is unique to your web browser. Cookies typically contain an identifier, site name, and some numbers and characters. We use Cookie technology to simplify your login steps, help determine your login status, and enhance account or data security.
We commit that research on Cookie information is solely for the purpose of improving service/product quality and optimizing user experience. We will not use Cookies for any purposes beyond those stated in this Policy. You may manage or delete Cookies according to your preferences. For details, please visit AboutCookies.org. You can clear all Cookies saved on your computer. Most web browsers automatically accept Cookies, but you can usually modify your browser settings to reject Cookies as needed. Additionally, you can clear all Cookies saved within our software. However, if you do so, you may need to manually change your user settings each time you visit Epoint Software services, and your previously recorded information may also be deleted, which could affect the security of the services you use.
Using our website or application means you agree to the use of Cookies, web beacons, and pixel tags as described above.
(2) Web Beacons and Pixel Tags
In addition to Cookies, we also use other similar technologies such as web beacons and pixel tags on our websites and applications. For example, emails we send you may contain URLs linking to our website content. If you click on such a link, we will track this click to help us understand your product and service preferences and improve our customer service. Web beacons are typically transparent images embedded in websites or emails. Through pixel tags in emails, we can determine whether an email has been opened. If you do not wish for your activity to be tracked in this manner, you can click the unsubscribe link in the email.

5. How We Share, Transfer, and Disclose Your Personal Information
(1) Sharing
· We have obtained your explicit authorization or consent and will share your personal information with third parties within the scope of your authorization;
· We may share your personal information in accordance with legal requirements, litigation, dispute resolution needs, or upon lawful requests from administrative or judicial authorities;
· Infringement complaint handling: When you are complained against for infringing intellectual property rights or other legitimate rights, we may need to disclose your necessary information to the complainant for complaint processing;
· Sharing with authorized partners: We may engage authorized partners to provide certain services or perform functions on our behalf, including infrastructure technical services, SMS services, and data processing services. For example, sharing real-name authentication information with real-name certification service providers; sharing information required for electronic signatures with e-signature providers. We will only share your personal information for the legitimate, proper, necessary, specific, and clearly stated purposes declared in this Policy. Authorized partners can only access information necessary to fulfill their duties and must not use this information for any other purpose. For companies, organizations, and individuals we entrust to process personal information, we will sign strict confidentiality agreements requiring them to process personal information according to our requirements, this Privacy Policy, and any other relevant confidentiality and security measures.
Additionally, our products/services may integrate third-party services. When you use these third-party services, the third party may collect and use your personal information as necessary to provide the service. Therefore, we remind you to carefully read the relevant terms and policies provided by the third party before using these services.
It should be particularly noted that third-party service providers may offer products or services through your terminal, and you may choose whether to use the third-party services and when to terminate or cancel their use. During use, third-party service providers may collect, use, and store your relevant data or information. Before deciding to use such services, please fully understand the personal information and privacy protection policies of the third-party service provider or contact your enterprise/organization user for more information.
(2) Transfer
We will not transfer your personal information to any company, organization, or individual, except in the following cases:
· With your explicit consent;
· In the event of a merger, acquisition, or bankruptcy liquidation, if the transfer involves personal information, we will require the new entity holding your personal information to continue to be bound by this Privacy Policy; otherwise, we will require the company or organization to seek your authorization and consent anew.
(3) Public Disclosure
We will only publicly disclose your personal information under the following circumstances:
· With your explicit consent or based on your active choice, we may publicly disclose your personal information;
· Disclosure based on legal requirements: In cases of laws, legal procedures, litigation, or mandatory requirements from government authorities, we may publicly disclose your personal information;
· For the purposes of enforcing relevant service agreements or this Privacy Policy, protecting public interests, handling complaints/disputes, and protecting the personal safety, property, or legitimate rights and interests of our customers, us, our affiliates, other users, or employees, to the extent reasonably necessary.
If we disclose your personal information for the reasons stated above, we will promptly inform you in accordance with applicable laws, regulations, and this Policy.
(4) Exceptions to Prior Authorization for Sharing, Transfer, and Public Disclosure
According to relevant laws, regulations, and national standards, we may share, transfer, or publicly disclose personal information without prior authorization from the individual in the following circumstances:
· Related to fulfilling our legal obligations;
· Directly related to national security or defense security;
· Directly related to public safety, public health, or major public interests;
· Directly related to criminal investigation, prosecution, trial, and judgment enforcement;
· Necessary to protect the significant rights and interests (e.g., life or property) of the individual or others, but it is difficult to obtain the individual's consent;
· Personal information that the individual has voluntarily disclosed to the public;
· Personal information collected from legally disclosed information, such as legitimate news reports or government information disclosure.
Furthermore, according to the aforementioned regulations, the provision of de-identified personal information that ensures the recipient cannot restore and re-identify the individual will not require additional notice or your consent.

6. How to Access or Manage Your Personal Information
You are responsible for ensuring that all personal information you submit is accurate. Epoint Software will make every effort to maintain the accuracy and completeness of personal information and update such data in a timely manner.
Where required by applicable law, you may have the right to: (1) access or obtain copies of specific personal information we hold about you; (2) request that we update or correct inaccurate personal information; (3) object to or restrict our use of your personal information; (4) request an explanation of our personal information processing rules; and (5) request that we delete your personal information. If you wish to exercise these rights, please contact us promptly according to the "How to Contact Epoint Software" section in this Policy. For security purposes, you may be required to submit a written request. If we have reasonable grounds to believe these requests are fraudulent, unfeasible, or infringe upon the privacy rights of others, we may refuse to process the request.

7. How We Protect and Retain Your Personal Information
Epoint Software values the security of personal information. We adopt appropriate physical, managerial, and technical safeguards to protect your personal information from unauthorized access, disclosure, use, modification, damage, or loss. For example, we use encryption technologies to ensure data confidentiality; we use protection mechanisms to prevent data from malicious attacks; we deploy access control mechanisms to ensure that only authorized personnel can access personal information; and we conduct security and privacy protection training to enhance employee awareness of the importance of protecting personal information. We strive to protect your personal information, but please note that no security measure can be completely foolproof.
We will retain your personal information for the shortest period necessary to achieve the purposes stated in this Policy, unless a longer retention period is required or permitted by law. Depending on the different products and services, data retention periods may vary. The criteria we use to determine retention periods include: the time required to complete the business purpose, including providing products and services, maintaining transaction and business records, managing and improving product and service performance and quality, ensuring the security of systems, products, and services, addressing potential user inquiries or complaints, and troubleshooting; whether the user has agreed to a longer retention period; and whether laws, contracts, or other regulations have special requirements for data retention.

8. How We Handle Personal Information of Minors
Generally, our websites, products, and services are not directed at minors under the age of 14.
If you are a minor under the age of 14, your guardian must read and agree to this Policy before you use our websites, products, and services.
If you are a guardian of a minor under the age of 14 and believe that we have collected the personal information of a minor under 14 without consent, please contact us promptly according to the "How to Contact Epoint Software" section in this Policy. We will make efforts to delete the relevant personal information as soon as possible.

